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Est 2009 as UK National Innovation & Knowledge Centre in Cyber Security Research

Mission: To couple major cyber security research breakthroughs with a unique model of 
innovation and commercialisation to drive economic and societal impact for the nation.

Recognition:
• Queen’s Anniversary Prize in 2015 - for CSIT’s work in strengthening global cyber security 
• NCSC Academic Centre of Excellence in Cyber Security Research and Education
• Recognised in 2020 Royal Society report on successful ‘Research & Innovation Clusters’ 
• Awarded Royal Irish Academy Gold Medal for Engineering Sciences in 2024

Strategic Partners:

CSIT
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📈📈 2750+ cyber professionals working in
🏢🏢 120+ companies 
💷💷 £237m+ GVA to the local economy with an
👩👩👩👩👩 Average advertised salary £54,000
Target: 5000 Cyber security jobs in NI by 2030

NI Cyber Security Ecosystem



CSIT

Secure Connected Devices
• Trusted Hardware (PUF, HW Trojans, SCA, Approx Computing Security)
• Advanced cryptographic Architectures

(Post-quantum, privacy preserving schemes, Homomorphic Encryption)

Networked Security Systems & ICS Security 
• Cyber resilience, cloud security
• SDN-NFV security
• Malware detection, prevention and mitigation
• Resilience in ICS
• New forms of attacks/countermeasures for PLCs & legacy equipment in smart grids 
• Digital Twins for IT-OT Security
• Security of safety-critical systems

Security Intelligence
• AI for Cybersecurity, Cybersecurity for AI
• Security & Assurance for Finance
• Video analytics for cyber-physical systems
• Autonomous Security 

Securing Complex Systems
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Supports policy 
issues relevant to 

RISE - working 
closely with the UK 

Department for 
Science Innovation 

and Technology 
(DSIT)

Summer Schools, 
Training roadshows, 

International  
workshops, 

UG competitions, 
Impact 

competitions,
Innovation support

Aims to grow UK 
Hardware Security 

community by 
bringing academia & 

industry together 
and facilitating 
networking 

opportunities 
nationally & 

internationally

Affiliated projects at 
Queen’s 

University Belfast 
and the  

Universities of 
Manchester, 

Southampton & 
Birmingham, 
Cambridge, 

Surrey

Hosted by CSIT 
since 2017

Conducts and 
supports research 

in hardware & 
embedded systems 

security

Aims Projects Community Events Policy



Trustworthy Hardware in the Age of AI



Source: Financial Times, 31 July 2025

NVIIDIA CEO – Jensen Huang - Source: https://techxplore.com/



Source: https://www.itpro.com/

Source: https://www.nj.com/



Counterfeiters have been exploiting the global 
supply shortage in semiconductor chips and 
current geopolitical climate. 

Hardware-based attacks are major security threats 
to military, medical, government, transportation, 
and other critical and embedded systems 
applications

Counterfeit devices on the rise



Globalisation of supply chains - use of overseas 
foundries, third party IP, third party test facilities

Supply chains susceptible to a range of 
hardware-based security threats:

- Hardware Trojans
- IP piracy
- IC overproduction or recycling
- reverse engineering
- Counterfeiting – devices could host malicious software, firmware or hardware
- Side-channel attacks

Need for Supply Chain Security



Popularity of chiplets growing

Susceptible to the same 
hardware-based security threats 
in addition to:

- chip-to-chip interface 
vulnerable to man-in-the-
middle attacks

- Increased susceptibility 
to hardware trojans

Chiplet Security

Source: UCIe



Machine Learning (ML) has long been used in network and system security

- intrusion detection, anomaly detection, malware analysis (early 90s)

ML and DL in Hardware Security - significant advantages and implications

- ML and Side Channel Analysis (since ~2010)

- ML and Physical Unclonable Functions (PUFs) (since ~2010)

- ML and Hardware Trojan Detection (since ~2016)

AI and Hardware Security?



ML and Side Channel Analysis 



Side Channel Analysis (SCA)

Key

Data

Ciphertext / 
plaintext

Sensitive 
data

Machine learning based SCA
No 
implementation 
knowledge 
required

Power 
consumption / EM

SCA-based attacks like DPA and 
CPA are well known since 1996 



Masking
- a random mask is generated to conceal intermediate values, removing the 
correlation between the measurements and the secret data

Hiding
- aim is to make measurements look random or constant
- decreases the SNR only
- Timing (insert dummy operations, shuffling …)
- Amplitude (filters, pipelining …)

* ML approaches capable of bypassing countermeasures against DPA & CPA

SCA Countermeasures against DPA/CPA



Leakage of AES implementation

• Advanced Encryption Standard (AES) is safe 
in theory, but it is vulnerable under SCA.

• Non-linear and sensitive operation Sbox works 
with 8-bit sub-byte key.

• Sbox leaks hypothesis key via the relationship 
between the output value or its hamming 
weight, and side-channel information.

• The leakage can be trained using machine 
learning



Evaluated AES implementation with SCA countermeasure 

• Used ANSSI SCA Database (ASCAD) – benchmarking reference for SCA 
community

• AES implementation on 8-bit AVR ATMega 8515 microprocessor
• Two masks are used for

 Plaintext

 SBox

A-T. Hoang, N. Hanley, M.O’Neill, Plaintext: A Missing Feature for Enhancing the Power of Deep Learning in Side-Channel Analysis?
IACR Transactions on Cryptographic Hardware and Embedded Systems (TCHES), 2020(4), 49-85

A-T. Hoang, N. Hanley, A. Khalid, D. Kundi, M.O’Neill, Stacked Ensemble Model for Enhancing the DL based SCA. 19th International 
Conference on Security and Cryptography, SECRYPT 2022, Lisbon, Portugal, July 11-13, 2022, pages 59–68, 2022



Attacker’s knowledge & experimental conditions

• Assumption about attacker:
 Knows plaintext / ciphertext
 Aware of SCA countermeasure but not aware of the detailed design 

and random mask value
 Can profile keys on the implementation 

• Hypothesis keys are ranked using Maximum likelihood score



CNN with Plaintext extension (CNNP) 

• Three convolutional layers
• The number of 

convolutional filters 
reduces from 512 to 128

• Maxpooling is used for 
feature finding

• Feature map extended 
with Plaintext features 

• Five fully-connected layers are used to compile the features extracted from the 
previous layers

• Over-fitting is prevented by using dropout



Evaluation of CNNP models on ASCAD fixed key dataset

• CNNP model can reveal the 
secret key within 2 traces

• CNNP models relies on the 
bijection S[(.) ⊕ K] to reveal 
K without using traces 

Attack result of deep but narrow CNN model
(no Plaintext extension)

Attack result of references

Attack result of 
CNNP models



Evaluated Kyber - Post Quantum Cryptography Decryption 
Implementation

Decode
sk

c

basemul
r0=fqmul(fqmul(a1, b1) , zeta) + fqmul(a0,b0)
r1=fqmul(a0, b1) + fqmul(a1, b0)
basemul
r2=fqmul(fqmul(a3, b3) , -zeta) + fqmul(a2,b2)
r3=fqmul(a2, b3) + fqmul(a3, b2)
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Polynomial 
vectors

For Kyber512, k = 2

m – 64 bytes 

c – 768 bytes
sk – 768 bytes

𝑢𝑢𝑖𝑖𝑛𝑛 - 512 12-bit coefficients

Attack Point

NTT-1 Compress Encode m

𝑠𝑠𝑖𝑖𝑛𝑛 - 512 12-bit coefficients

• This polynomial multiplication operation
receives 4 coefficients from the key and 4 others 
from ciphertext

• Each coefficient of the key is point-wise 
multiplied with two coefficients of ciphertext 

𝑠𝑠𝑖𝑖𝑘𝑘 ◦ 𝑢𝑢𝑖𝑖𝑘𝑘

PQM4 library: https://github.com/mupq/pqm4

Decompress



CNN with Known Ciphertext Model
• Convolutional filter kernel 

size 3
• MaxPooling is used for local 

point of interest selection
• Convolutional layers have 

64, 128, 256 and 512 filters
• Five fully connected layers 

of 1024 and 512 neurons
each

• Activation function: ReLu

• First CNN-SCA attack against 
Kyber (ML-KEM)

Ciphertext 
coefficients



CNN-based SCA with Ciphertext Knowledge

Hoang, A-T, Kennaway, M, Pham, T.D, Khalid, A, Rafferty, C, O’Neill, M., Deep Learning Enhanced Side Channel 
Analysis on CRYSTALS-Kyber, 25th International Symposium on Quality Electronic Design (ISQED, 2024)



Countermeasures against ML and DL-based SCA attacks?

ML-based countermeasures can be used to thwart ML-based attacks!

• Countermeasures based on adversarial attacks
- add adversarial perturbations to the crypto implementation

• Reinforcement learning approach to construct low-cost hiding 
countermeasure combinations

- finds the best combination of countermeasures within a specific budget



ML and Physical Unclonable 
Functions (PUFs)



What is a PUF?

PUF

000000000000

70db46a1208fe753

29d3a6720fc43805

39e01f6290ac89d0

A PUF (Physical Unclonable Function) is a digital circuit that uses manufacturing process 
variations to generate a unique digital fingerprint.

No two chips should give the same response when supplied with the same challenge. 

Oxide

Doping

Feature 
size

Process Variations



PUF Applications

Anti-cloning/Anti-tamper

Key generation/Memoryless key storage

Lightweight device authentication and unique identification 

Data Provenance/Incident Tracing

Client Server

1. Request Challenge

Client Server
2. Send Response

Client Server
3. Authenticate



PUF designs PoC Demonstrators

Collaboration/Co-creationApplications
EV Charging system security Anti-Counterfeiting

Smart meter security

PUF in Practice



PUF in Practice



PUF Classification: Identity Vs Challenge-Response

Weak PUF / Identity PUF
• Typically have no (or one fixed) challenge 

- e.g. SRAM PUF, Butterfly PUF.

• Assumed an attacker cannot access the responses of “Weak” PUFs 
as one or few CRPs could be used to build a model of the security system

• Applications include:
- Identity generation
- RNG seed
- Non volatile key storage

SRAM PUF1

1G. Jorge, K. Sandeep S, S. Geert-Jan, and T. Pim. FPGA intrinsic PUFs and their use for IP protection. Springer, 2007.



PUF Classification: Identity Vs Challenge-Response

Strong PUF/Challenge Response PUFs
• May have many possible challenge response pairs (CRPs)

– e.g. Arbiter PUF, Ring Oscillator PUF

• With access to the CRPs, it should be infeasible to model the system 
and determine the CRPs of a strong PUF 

• Applications include challenge-response authentication

Ring Oscillator (RO) PUF2 Arbiter PUF3

2G.E. Suh, S Devadas. Physical unclonable functions for device authentication and secret key generation. In Proc. 44th ACM/IEEE DAC, pp 9–14, San Diego, 2007.
3G. Blaise, C. Dwaine, Marten V. D., D. Srinivas. Silicon physical random functions. In Proc.9th ACM Conference on Computer and Communications Security, CCS 2002, 
Washington DC, US, 2002.



Identity PUF (PicoPUF)

1-bit PicoPUF Design

Uniqueness 
= 49.90%

Reliability 
= 100%-3.47% = 96.53% 
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C. Gu, C.H. Chang, W. Liu, N. Hanley, J.Miskelly, M. O’Neill, A Large Scale Comprehensive Evaluation of Single 
Slice Ring Oscillator and PicoPUF Bit Cells on 28nm Xilinx FPGAs, Journal of Cryptographic Engineering, 2020.

To generate a 128-bit response, it costs 128 slices, 8.95%
of hardware resources on a Spartan-6 (0.01% on Artix-7)



DRAM Latency PUF

• DRAM cells are gated capacitors - manuf. process variation in rates of charge and 
discharge is entropy source

• Generate hardware-rooted ID through controlled read errors
• Challenge = Set of timings + memory locations to read
• Response = Error pattern

• Fast generation of large reliable identifiers 
(1.2ms per Kb)

• Near ideal uniqueness
• Highly reliable - >99% for 8Kb ID

Proof-of-Concept on Linux desktop systems

Miskelly, J., & O'Neill, M, Fast DRAM PUFs on Commodity Devices. IEEE Transactions on Computer Aided Design of Integrated Circuits 
and Systems, 3566-3576, 2020



Challenge-Response PUFS are vulnerable to ML attacks

Challenge Response

10011…110 10110…101

00110…101 00101…010

10110…001 10101…000

…

01101…101 10001…111

PUF

Device PUF CRPs

Arbiter PUF
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Challenge

Response

U. Rührmair, J. Sölter, F. Sehnke, X. Xu, A. Mahmoud, V. Stoyanova, G. Dror, J. Schmidhuber, W. Burleson, S. Devadas, “PUF 
modelling attacks on simulated and silicon data,” IEEE Trans Information Forensics and Security, vol. 8(11), pp.1876–1891, 2013.

Machine Learning Algorithm

Logistic Regression (LR) on Arbiter PUFs

LR Prediction Results



ML- Attack Resistant PUF Design Approaches

• Obfuscate the challenge/response (e.g. XOR Arbiter PUF) 
- Use a weak PUF 
- All XOR APUF shown to be susceptible to reliability based CMA-ES 

attacks (based on challenge-reliability pairs)

• Increase complexity of the PUF design 
- if too complex, PUF design is no longer a lightweight primitive

• Deception techniques 



ML- Attack Resistant PUF - Challenge obfuscation

The responses of the PicoPUFs are used 
to mask the original challenges Ci

Proposed 1-bit MPUF Design 

1-bit PicoPUF Circuit Design

Q. Ma, C. Gu, N. Hanley, C. Wang, W. Liu and M. O'Neill, "A machine learning attack resistant multi-PUF design on 
FPGA," 2018 23rd Asia and South Pacific Design Automation Conference (ASP-DAC), Jeju, 2018, pp. 97-104.

Arbiter-based multi-PUF (MPUF) design - utilises an Identity PUF to obfuscate the 
challenges to the Challenge/Response PUF
=> harder to model than the conventional Arbiter PUF using ML attacks.

PicoPUF 1
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Most common ML-based attacks applied to PUF:
- Logistic regression (LR) 
- Covariance matrix adaptation evolution strategies (CMA-ES) 

Prediction rates for conventional Arbiter- PUF and 
proposed MPUF designs using LR

Prediction rates for conventional Arbiter- PUF and 
proposed MPUF designs using CMA-ES

ML- Attack Resistant PUF - Challenge obfuscation



ML- Attack Resistant PUF – Increasing complexity
Mutually Coupled Configurable Ring 
Oscillator (CRO) PUF  - uses 2 CRO PUFs 
placed sufficiently close to become coupled

Implemented & tested on 100 Xilinx ZYBO 
Z7 boards ( on XC7Z010 FPGAs)

Knowing natural frequency of the independent oscillators does not necessarily allow coupled 
frequency to be predicted - overlap due to coupled frequencies adds to complexity

Mutual Coupled Oscillator frequency Vs Sub 
Oscillators frequencies PUF testing in Temperature Chamber



ML- Attack Resistant PUF – Increasing complexity

• Machine learning resistance is the 
measure of how many CRPs are 
needed to be able to predict a PUF 
accurately. 

• This was tested using a MLP model 
using 3 layers each a size of 
(500,1000,500) with each layer using 
a tanh activation function.

Moore, J, Miskelly, J, O’Neill, M, Gu, C, A novel FPGA mutually coupled configurable ring 
oscillator PUF, Asian Hardware Oriented Security and Trust Symposium (AsianHOST), 2024



ML- Attack Resistant PUF – Deception Protocols

• Device detects an adversary sending continuous 
authentication requests

• Generate some responses from a deceptive PUF 
design and others generated from real PUF. 

• Adversary will be deceived into deriving a fake PUF 
model from the collected data. 

• Lightweight and do not require error-correction or 
sophisticated cryptographic algorithms

C Gu, C.H. Chang, W. Liu, S. Yu, Q. Ma, M. O’Neill, A Modeling Attack Resistant Deception Technique for Securing 
PUF based Authentication , 2019 Asian Hardware Oriented Security and Trust Symposium (AsianHOST)
C Gu, C.H. Chang, W. Liu, S. Yu, Q. Ma, M. O’Neill, A Modeling Attack Resistant Deception Technique for Securing 
Lightweight-PUF based Authentication, IEEE Transactions on Computer-Aided Design of Integrated Circuits and 
Systems (TCAD), 2020



The CMA-ES attack results for the proposed 
deception protocol by applying different challenge 
bit lengths, 64-bit and 128-bit, as well as utilizing 
different strategies (RNG and fake PUF). 

The LR attack results for the proposed deception 
protocol utilizing different strategies, RNG and fake 
PUF. The y-axis shows the achieved prediction rate 
of the LR attacks based on different percentages of 
fake information mixed with the training responses.

ML- Attack Resistant PUF – Deception Protocol



ML and Hardware Trojan Detection



Hardware Trojan
• Additional circuit inserted into an IC design at 

RTL or gate level for malicious purposes;
• Malicious modification of a circuit.
• Usually stealthy to escape verification and 

manufacturing test processes
• Detection is very difficult – there may be no 

Trojan-free reference for comparison

Hardware Trojan Detection



Previous Work –HT Feature Extraction



DL-based HT Detection Methods (Data-driven)

.
 Data-driven HT detection that can effectively detect HTs
 Automatically extracts features and learns model
 Natural language processing (NLP) technique for information encoding;
 DL-based classification models for HT detection (tested using LSTM and CNN models).

Deep Learning Module for HT Detection

Netlist Information Extraction Strategy

Netlists 
PCP Feature Traces

Pin-Level Graph Generator 

BFS-Searching Module 
(in N logic levels)

Normal/HT Instance Labeler

Parameter:
Logic Level=N,
Cell library file

Netlist

Gate-Level Netlist
(Trojan-infected)

Labelled Pin-level 
Feature Traces

Dataset for 
HT detection 

Pin-Level Structural Feature Extraction for HT Detection

Pin-Level Feature Traces
Extractor

Netlist Block

Pin-level Netlist Graph

 Pin-level Feature Traces 

Input
 Layer
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Layer

Output 
Layer

NLP-based Feature traces Encoding

Encoded Feature Traces

Input Convolution
layer

Pooling
layer

Convolution
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Fully 
connected
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Shichao Yu, Chongyan Gu, Weiqiang Liu and Maire O’Neill, A Novel Feature Extraction Strategy for Hardware Trojan Detection," In Proc. 
IEEE Int. Symp. Circuits and Systems (ISCAS), pages 1-5, Seville, Spain, Oct. 2020

Shichao Yu, Chongyan Gu, Weiqiang Liu and Maire O’Neill, Deep Learning-based Hardware Trojan Detection with Block-based Netlist 
Information Extraction," In IEEE Trans. Emerg. Topics Comput., Oct. 2021



 79% TPR, 99% TNR, 87% PPV and 99% NPV for combinational Trojan detection
(40 training samples/40 validating samples, 5 epochs, LSTM);

 93% TPR, 99% TNR, 98% PPV and 99% NPV for sequential Trojan detection 
(40 training samples/40 validating samples, 5 epochs, LSTM)

DL-Based HT Detection System Evaluation
 Trust-Hub LEDA library containing 914 HT-infected netlist samples are utilized for evaluation.



• GNN model trained on a mixed dataset 
comprising Combinational and Sequential HTs

• Enables multi-type trojan detection within a 
single model.

• To compute subgraph embeddings a Graph 
Attention Network (GAT) is employed 

• Enables nodes to selectively aggregate 
information from their neighbours through a 
learned attention mechanism. 

GNN Framework for Hardware Trojan Detection



Conclusions and 
Future Research Directions



ML/DL has a major role to play in Hardware Security

• AI techniques can be used to attack hardware security
 DL-based side channel attacks – can bypass traditional SCA countermeasures

 ML-based modelling attacks of PUFs

• AI can be used to aid hardware security 
 Hardware Trojan Detection

 New PUF designs

 Thwarting ML-based side channel attacks

• However, AI circuitry on hardware platforms is itself vulnerable to SCA attacks
 Hyperparameters and weights of well-trained ML/DL models are valuable 

Conclusion



ML and side channel analysis
- further investigate ML-based SCA attacks of post-quantum and advanced crypto 
implementations

- how to cost-effectively thwart ML-based SCA attacks? 

ML and hardware Trojan detection 
- generic HW Trojan detection approaches for the design-stage

- consider AI detection approaches resilient to adversarial HTs

- can AI-based approaches be used to detect Trojans at other stages of the IC   
manufacturing process?

- can AI-based HW Trojan detection approaches be embedded into EDA design tools?

Future Research Directions



ML and Physical Unclonable Functions 
- further research on using ML-based approaches to cost-effectively 
thwart ML-based modelling attacks of strong PUF designs 

- research on novel PUF designs using ML/DL approaches

Vulnerability of ML/DL Models on Hardware Platforms
- research on hardware-based attacks of edge ML/DL implementations

- use of approximate ML architectures to improve their security?

- is it possible to target ML/DL models on multi-tenant FPGA cloud?

Need further research to understand full capability of AI-based approaches in 
attacking and defending hardware security to allow us to deliver
truly trustworthy hardware.

Future Research Directions



Chongyan Gu
Anh-Tuan Hoang
Ayesha Khalid 
Ciara Rafferty
Shichao Yu
Jack Miskelly
Phil Hodgers
Neil Hanley
Zain Shabbir
James Moore

Acknowledgement



Thank you 


	Slide Number 1
	Slide Number 2
	Slide Number 3
	NI Cyber Security Ecosystem
	Slide Number 5
	Slide Number 6
	Trustworthy Hardware in the Age of AI
	Slide Number 8
	Slide Number 9
	Slide Number 10
	Slide Number 11
	Slide Number 12
	Slide Number 13
	ML and Side Channel Analysis 
	Slide Number 15
	Slide Number 16
	Slide Number 17
	Slide Number 18
	Slide Number 20
	Slide Number 21
	Slide Number 22
	Slide Number 23
	Slide Number 24
	Slide Number 25
	Slide Number 26
	ML and Physical Unclonable �Functions (PUFs)
	Slide Number 28
	PUF Applications
	Slide Number 30
	PUF in Practice
	PUF Classification: Identity Vs Challenge-Response
	PUF Classification: Identity Vs Challenge-Response
	Slide Number 36
	Slide Number 37
	Slide Number 38
	Slide Number 39
	Slide Number 40
	Slide Number 41
	Slide Number 42
	Slide Number 43
	Slide Number 44
	Slide Number 45
	ML and Hardware Trojan Detection
	Slide Number 48
	Slide Number 50
	Slide Number 51
	Slide Number 52
	Slide Number 53
	Conclusions and �Future Research Directions
	Slide Number 55
	Slide Number 56
	Slide Number 57
	Slide Number 58
	Slide Number 59

